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Abstract—TIt is known that a message can be transmitted safely
against any wiretapper via a noisy channel without a secret key
if the coding rate is less than the so-called secrecy capacity
Cs, which is usually smaller than the channel capacity C. In
order to remove the loss C — Cs, we propose a multiplex coding
scheme with plural independent messages. In this paper, it is
shown that the proposed multiplex coding scheme can attain
the channel capacity as the total rate of the plural messages
and the perfect secrecy for each massage. Several bounds of
achievable multiplex coding rate region are derived for general
wiretap channels in the sense of Information-Spectral methods,
by extending Hayashi’s proof, in which the coding of the channel
resolvability is applied to wiretap channels. Furthermore, the
exact region for deterministic coding is determined for stationary
memoryless full-rank wiretap channels.

Index Terms—wiretap channel, channel resolvability,
information-spectrum method, secrecy capacity, multiplex
coding

I. INTRODUCTION

When Alice sends a message to Bob via a public noisy
channel, Eve may wiretap the message. But, since the main
channel from Alice to Bob has usually a different characteristic
from the wiretap channel from Alice to Eve, we can devise a
code such that the perfect secrecy against Eve can be attained
without any secret key. The maximum attainable coding rate of
such code is called the secrecy capacity C's, which is generally
smaller than the channel capacity C' of the main channel.

The coding problem for the wiretap channels was first
studied by Wyner [1]. Although the main and wiretap chan-
nels can be considered as a kind of broadcast channel [2],
Wyner proved the coding theorem for the case of the so-
called degraded broadcast channel. For more general broadcast
channels, Csiszdr and Korner [3] proved that the secrecy
capacity Cg is given by maxg . y.z) I(X;Y)-1(X;2)),
where X is the input, and Y and Z are the output of the main
and wiretap channels, respectively. X is an auxiliary random
variable that makes a Markov chain X — X — (Y,Z). In
order to achieve the perfect secrecy with a positive coding
rate, the channels must satisfy that I(X;Y) > I(X;Z) for
some X, i.e., the main channel must be less noisy than the
wiretap channel in this sense. But, even in the case that the
main channel is more noisy than the wiretap channel, Maurer
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[4] devised a protocol which can attain the perfect secrecy if
a public noiseless channel can be used.

In the above studies, channels are assumed to be stationary
and memoryless. On the contrary, the information-spectrum
methods [5] have been developed, and many kinds of coding
theorems have been proved for the so-called general sources
and general channels, which might be neither Ergodic nor
stationary. As one of them, Han and Verdd [6] studied the
so-called channel resolvability problem, in which we want
to approximate the output probability distribution of a noisy
channel for a given input probability distribution by encoding
a random number. The minimum rate of the random number
necessary to attain the approximation is called the channel
resolvability, and they developed the theory of the channel
resolvability for general channels. We note that one of their
motivations to study the channel resolvability problem was to
prove the converse part [6] of the theorem for identification
coding [7], where the random variables arising as the output
and the input of the channel may be neither Ergodic nor
stationary.

On the other hand, for quantum channels, Devetak [8] in-
troduced a stochastic encoder to realize a non-distinguishable
probability distribution for any message at the output of a
wiretap channel. Based on these background, Hayashi [9]
considered the coding problem of general wiretap channels
in the framework of the stochastic encoders and the channel
resolvability, and established the method to prove the coding
theorem of general wiretap channels. In addition to the gen-
erality, Hayashi’s method has simplicity that we can divide
wiretap channel coding into two viewpoints: ordinary message
transmission coding and channel resolvability coding, although
the description by the information-spectrum methods is almost
inevitable from the history of the channel resolvability prob-
lem.

It is well known from the coding theorems proved in the
previous studies that messages cannot be transmitted at any
rate larger than the secrecy capacity Cs if we want to attain
the perfect secrecy. Since C'g is generally less than the channel
capacity C', we must loss C'— Cg in exchange for the secrecy.
But, in this paper, we will devise multiplex coding of plural
independent messages to remove the loss, and we will show
that the channel capacity C' can be attained as the total rate of
the plural messages and each message can be protected with
the perfect secrecy.

To prove the coding theorems for the multiplex coding
scheme, we utilize Hayashi’s method in wiretap channel
coding, which has an advantage to enjoy simplicity de-
scribed above. For general wiretap channels in the sense of



Information-Spectral methods, several bounds of achievable
multiplex coding rate region are derived for the cases that
encoding is deterministic or stochastic, and for the cases
that security is measured by normalized mutual information
I(K:;Z)/n between each secret message K; and wiretap
channel output Z, where n is the code length, or by the
average or maximum variational distance among wiretap chan-
nel output distributions for secret messages. Furthermore, for
stationary memoryless full-rank wiretap channels, the exact
achievable rate region of multiplex deterministic encoding is
determined for the cases that security is measured by mutual
information I(K;; Z) and the average or maximum variational
distances.

In Section II, we define several technical terms, which
are used in the information-spectrum methods. The multiplex
coding scheme of plural messages is proposed in Section III.
The main theorems are also shown in Section III although they
are proved in Section IV. The case of stationary memoryless
wiretap channels is treated in Section V. Finally it is shown in
Section VI how the multiplex coding can be realized by linear
coding for binary symmetric wiretap channels in the case of
security measure I(Ky;Z)/n. In this paper, both input and
output alphabets of channels are assumed to be discrete.

II. PRELIMINARIES

According to the information-spectrum methods [5], a gen-
eral random process, which might be neither Ergodic nor
stationary, is denoted by

X ={X"}321, Q)

where X" = (X1, X5, -+ ,X,,) andeach X;,i=1,2,--- 'n
takes values in discrete alphabets X" and X, respectively, and
X™ is the Cartesian product of &'

For two general random process X and Y, the spectral sup-
mutual information rate and the spectral inf-mutual informa-
tion rate are defined as follows.

Definition 1: Spectral sup-mutual information rate:

I(Px, Py|x)
Einf{a >a}=0}.
(2

Spectral inf-mutual information rate:

I(Px, Py|x)
= sup{

Remark 1: In the case that X and Y are i.i.d. processes
with a probability distribution Px y, both of the spectral sup-
and inf-mutual information rates coincide with the ordinary
mutual information I(X;Y") from the law of large numbers. In
the following, readers who are not familiar to the information-
spectrum methods may regard the general processes X, Y as
the i.i.d. processes and the general channels defined below as
stationary memoryless channels, and so on.

Py xn (Y X™)
Pyn (Yn)

n—oo

lim Pr {1 log
n

Pynjxn (Y7 X™)
Pyn (Yn)

lim Pr {1 log
n—oo n
3)

<s}=o}.

A general channel W with an input alphabet X and an
output alphabet ) is defined as W = {W"}>2,, where

W™(-|-) is an arbitrary conditional probability distribution that
satisfies

Z Wn(yn|xn) =1 (4)
yreynr

for each ™ € X™ and eachn = 1,2, - - - . For the input process
X = {X™}5, and the output process Y = {Y"}52, of the
general channel W, W™ satisfies for any n > 0 that

Pynyn (&) = Pn (@)W (3" [2"), (5)
wa(y"\x") — Wy, (©)
Pro(y") = 3 Pxn(@)W"(y"[z")

TxneXn
= P W (y"). )

Note that Py~ is also denoted by Px~»W™ because Py~ is
determined by Px~» and W™.

For simplicity, the alphabets of a general channel are
denoted by X — ) when the input and output alphabets are
& and Y, respectively. Let U and W be general channels
with alphabets X — & and X — ), rgspectively. Then, the
cascade channel UW with alphabets X — ) is defined by
UW = {({UW)"}52,, where

znexn

Now we consider the channel resolvability problem. Let
V = {V"}%2, be a general channel with alphabets X — Z,
and let X = {X"}%2, be an input and Z = {Z"}52,
be the Correspondmg output. Then, we want to approximate
the output Z by inputting X = {X"}2°, into the channel,
where X" is generated by encodmg a uniform random number
K over an alphabet K' = {1,2,---, M(y)}. For the output

= {Z"}°°, of the input X, we evaluate the performance of
the approximation between Z and zZ by the variational distance
d(27,2") = ||Pzr = Py, = Yon 1P20(2") = Py (7).

Deﬁnmon 2: For a given channel V. = {V"}5, with
alphabets X — ), a rate R is called achie\@ble for an input
X if there exists a sequence of codes @, : X™ = @, (K) that
satisfies

lim d(Z" Z") =0, )
lim sup — log M@y <R, (10)
n—oo
where Pzn(2") = PxnV"(2"), Pz, (2") = Pg,V"(2"), and

K is the uniform random number over K = {1,2,---, M,)}.
Furthermore, the channel resolvability for an input X, denoted
by Sx(V), is defined as follows.

Sx (V) =inf{R | R is achievable for the input X of

the channel V} (11)
Then, Han-Verdi [6] proved the next theorem.

Theorem 1: For any general channel V and any input Px,
it holds that

Sx (V) <I(Px,V). (12)



Fig. 1: A non-full-rank channel.

Remark 2: The equality of (12) does not always hold. For
instance', consider a stationary memoryless channel V(z|x)
given by Fig. 1 with Px(0) = Px(1) = 0.5. In this case, we
have Pz(0) = Pz(1) = 0.5and I(Px, V) = I(X; Z) = log 2
while this Pz can be realized with Sx(V) = 0 by using
Pg(e) = 1. But, it is shown in [10] that if V is a full-rank
channel, i.e., V is a stationary memoryless channel such that
{V(:|x)}, x € X, are linearly independent as a set of vectors,
then the channel resolvability Sx (V) satisfies that for any

input X,

Sx(V) =I(Px, V). (13)

Note that Fig. 1 is not a full rank channel because every full-
rank channel satisfies |X| < |Z].

III. MULTIPLEX CODING

In this section, we consider multiplex coding for wiretap
channels. Assume that Alice sends messages to Bob via a
main channel W with alphabets X — ) and Eve eavesdrops
the messages via a wiretap channel V with alphabets X — Z.
W and V are general channels in the sense of the information-
spectrum methods. The input of both channels is Px, and the
outputs of W and V are Py and Py, respectively.

Assume that Alice sends 7T independent messages
Ky, Ky, -+, Ky to Bob by multiplex coding. Each Ky, t =
1,2,---,T, takes values in K; = {1,2,--- , M}, and satisfies
that Pr{K; = k} = 1/M, for all k € K,. The aim of the
multiplex coding is to attain the following performance.

(A) Every K; must be transmitted to Bob within an arbitrarily
small error probability.
(B) The perfect secrecy against Eve must be attained for each
K, t=1,2,--- T, individually.
Note that the above (B) does not require the perfect secrecy
of the entire (K1, Ko, -+, Kr), which is usually required in
the ordinary (i.e. non-multiplex) coding for wiretap channels.
In the case of (B), although any information about each
K; does not leak out, some information about the combi-
nation of (Kj, Ko, --,Kr) may leak out. But, since K,
t = 1,2,---,T, are assumed to be mutually independent,
the combination has no meaning, and hence, the individual
perfect secrecy of K, is reasonable. (See Remark 5 for further
discussions.)

The tuple (K4, K5, -+, Kyr) is encoded by an encoder

@ to a codeword X", which is sent to Bob via the main

'This example is given in [5, Remark 6.3.3].

channel W™. In this paper, we consider the case that stochas-
tic encoders can be used in addition to the case that only
deterministic encoders can be used. Formally, a deterministic
encoder is described by a map

ot (k1,ka, - Jkr) € K1 x Koy x -+ x Kp

— szhkz,m’kT S Xn7 (14)

while a stochastic encoder is described by

wn:(khk%"'akT)GleKQX"'XKT

— le,kg,m kr € P(Xn),
(15)

where P(X™) is the set of probability distributions on the
set X™. In the case of the stochastic encoders, an input
X™ is generated according to the probability distribution
Qk, ks, kr When the tuple of messages is (k1, ko, - , k7).
Then, the input X" yields the output Y™ for Bob via the
main channel W™, while it yields the output Z” for Eve via
the wiretap channel V.

The description of the deterministic encoder (14) is unified
into that of the stochastic encoder (15) using the point mass
distribution:

Qb g ko (B7) = Oy (ke o, ) (27) (16)
where
1 if x”:gon(]ﬁ,kz,"' va)v
1) "=
enthrskase o) (@) {O if 2" # on(ki k2, - kr).
a7

On the other hand, any stochastic encoder can be represented
by the concatenation of a_deterministic encoder ¢ and a
channel U with alphabets X — X, which are defined by

ébin:(k.17k27"'7kT>€K1 X’C2X"'X’CT

= T o g € X, (18)
Uu"(z"|z")
_ Qk17k2,'“~,kT(wn) if 2" = @n(klak%"' va)a
Un(z™)@") if " # Qn(ki ko, kr)
for any (kl, k‘g, e, kT),
19)
where U™(z™|3") is an arbitrary channel. Then,
Qky ko, oy (™) can be described as
le,kzy“ kT (l,n) = Z Un(xn|%n)5fﬁn(khk2w- ,kT)(gn)‘
(20)

We use both descriptions interchangeably. R
Bob decodes a tuple of messages (K1, Ks, -+ ,Kr) by a
decoder 1, from the channel output Y". Let Dy, iy ... kr
be the decoding region of (ki,ka, - ,kr) € K1 x Ko X
- x Kr such that {Dy, k,, . ky} are mutually disjoint.
Then Ky = ki1,Ky = ko,--- ,Kp = kp are decoded if
Y™ € Dy, ko, ,kr- Equivalently, we can define the decoder



Yt from 1, for each message Ky, t = 1,2,--- , T, such that
the decoding region D}, of k € K, is given by

t
D ={y" € V" | y" €Dty kyr kshesrso br

for some ky, -+, ki1, kg1, ko).

2y

Then for each t, Df, D%, --- , D}, are mutually disjoint, and
K; = k is decoded if Y™ € Di. In the case that K, #+ K; or
Y™ ¢ UMt Dt a decoding error occurs for the ¢-th message
K. Note that for each (k1, ko, -+ k1) € K1 X Ko X+ - XK,

Dkl,kz,--- (22)

)

ke =Dy, ND;, N---NDL .

The above code is denoted by C,,({ My, -+, M1}, on, ¥n),
or C, for short, and we evaluate the performance of the code
in the following three viewpoints.

(a) Coding rate of each message K;:
1
— log M;.
n

(b) Average decoding error probability of each message K;:

et (Cy) =

n

My
1 t —
M};Pr{Yn ¢ Dy | Ky =k}
M,

_ L tyyn (Mt
=i ;ka (D})- (23)

Here D. is the complement set of D} and QY is the
probability distribution on X" defined by

Qp(z") =Pr{X, =a" | Ky =k}
1

= . Z ley"'7kt—17k7kt+1"'7kT(mn)7
¢ (K1, skt —1,keqp1 kr)ELY
(24)
where
L =K1 X X Kpog X Ky X -+ X K, (25)
T

_. M

L= | = [Tiey My (26)

M

In the case of deterministic encoders, we use the de-
scription in (16). The probability distributions of the
outputs Y and Z" of the main and wiretap channels
for the message K; = k are given by Qi W"(y") and
QL. V™(2™), respectively.

(c) Security measures:

1
I(Cn) = EI(Kt; A

11 X
2 N DQLV™||Pyn
"MM; (QLV™"||Pzn)

11 &
- D tvn
G

1 M,
t n
M, ZQkV >
k=1

27)

1 M M,
A k=1 k'=1(k'#k)
M, My

1
- My(M; — 1) Z Z

k=1k'=1(k'#k)
> IQLV™M(E") — QL")
) (28)

where D(-||-) and || - ||; stand for a relative entropy and
a variational distance, respectively.

Note that if I’ (C,,) is sufficiently small, then the message
K, and the output Z” are almost independent, and hence,
Eve cannot obtain almost any information about K, from
Z™. On the other hand, d!,(C,) is the security measure
based on the variational distance. If d‘,(C,,) is sufficiently
small, then the difference between the output probability
distributions Q% V™ and Q},V™ is almost zero on the
average for all k, k' € K;. This also means that Eve
cannot obtain almost any information about K; from Z"
on the average.

Remark 3: Although we first use the average criteria for the
error probability (23) and the security measure (28) following
[9], the same results hold even if we employ the maximum
criteria for the error probability and the variational distance.
See Definitions 7-9, Theorems 4 and 5, and Section IV-D.

Now we define the achievable rates R;, t = 1,2,--- , T, for
the multiplex coding as follows.

Definition 3: If there exists a sequence of code C,, that sat-
isfies (29)—(32), then a rate-tuple (R, Ra,-- - , Ry) is called
achievable for channels (W, V) in the sense of the security
measure I} (C,). Furthermore, if there exists a sequence of
code C, that satisfies (29)—(31) and (33), then a rate-tuple
(R1,Ra,--- , Rr) is called achievable for channels (W, V)
in the sense of the security measure df, (Cy,).

T
1
lim inf — log (H Mt/> > Riotals (29)
n—oo MmN
t'=1
1 r 1
lim sup [ log (H Mt’) - log M| < Riota — Ry,
n—oo [N et n
t:1,2,"',T, (30)
lim € (C,) =0, t=1,2,---,T, 31
lim It(C,) =0, t=1,2,---,T, (32)
lim d'(C,) =0, t=1,2,---,T, (33)



where the total rate Ry is defined as

T
Rlotal = Z Rt- (34)
t=1
Remark 4: Note from (29) and (30) that if
(R1, Ra, -+, Ry) is achievable, then it satisfies

1
liminf —log M} > Ry, t=1,2,---,T, (35)

n—oo n

because

SER
)ﬂ

n—oo

Rt S Rtotal —lim sup l

1
log (H M,y) - log Mt]

t'=1

T
1
< liminf — log <H My)
n—oo m e}
1 kA 1
+ lim inf [— log (H My) + —log Mt}
el n t'=1 n
1 T
< lim inf l log (H M,y)
n—oo n
t'=1

1 a 1
fﬁlog (H Mt/> + - loth]

t'=1

1
= liminf — log M;. (36)
n

Therefore, if (R1, Rz, -+, Ry) is achievable, each K can be
transmitted securely with at least the rate R;. However, for
any rate-tuple (Rj, Ra, -+, Rr), there exists a sequence of
code {C,} that does not satisfy both equalities of (29) and
(35). Such a case occurs if {C,,} satisfies

1 T
hgglogf; log (H Mt/>

t'=1

T
1
> liminf —log My.  (37)

t/; n—oo N
In order to avoid this inconvenience, (30) is used instead of
(35).

Remark 5: Although (32) and (33) ensure the perfect secrecy
of each message K, against Eve observing Z, she can get
some information about the combination of (K7, K, - , K1)
because the entire (K7, Ko, -+, Kr) is not independent of
Z. But, since K1, Ko, --- , K are mutually independent, the
leaked information has no meaning. It is worth noting that
Ky, Ky, --- , Ky are not mutually independent when Z is
given. Hence, if Eve gets a message K; by a method other
than the output Z of the wiretap channel, she can also get
some information about other messages Ky, t' # t, from K,
and Z. If Alice and Bob want to prevent the possibility of such
attack, they must use the ordinary, i.e. non-multiplex, coding
for wiretap channels.

Definition  4: Let RL (W, V,T), RL(W,V,T),
RI (W,V,T), and RI (W, V,T) be the closures of
achievable rate-tuples (R;y,Rg,---,Ry) for the main and
wiretap channels (W, V). The subscript “det” denotes the
case that only deterministic encoders can be used while
“sto” means that stochastic encoders including deterministic
encoders can be used. Furthermore, the superscripts “I” and

“d” stand for the cases that the security is measured by
It (C,) and d! (C,), respectively.

From the definition, it holds obviously that for any (W, V)
and any T,

Réel(W7V?T) g Rslto(WaVaT)7
R4(W,V,T) C RE(W,V,T).

sto

(38)
(39)
Since the multiplex coding of plural messages is treated, we
usually assume in this paper that 7' > 2. But, note that the
case of T' =1 corresponds to the ordinary coding for wiretap
channels.

In order to evaluate the above achievable rate regions,
we first define four regions R:{(W,V,T), RS(W,V,T),
RL(W,V,T), and R3(W,V,T) as follows.

Definition 5:

Ri(W,V,T)
= {(R17 Ro, - ,Ry) | There exists an input probability
distribution Px that satisfies (42) and (43)},  (40)

RI(W,V.T)
= {(Rl7 Ry,--+ ,Rr) ‘ There exists an input probability
distribution Px that satisfies (42) and (44)}, 41

Riora < I(Px, W), (42)
Rtotal_Rt ET(PXaV)v t:1727 7T7 (43)
Rtolal_Rt > SX(V)7 t= 1,27"' »T- (44)

Definition 6:
Ry(W,V.T)
= {(R1,Ra,---,Rr) | There exists an input probability
distribution Pg and a test channel U with

alphabets X — X that satisfy (47) and (48)}7 45)

R (W, V,T)
= {(Ry, Rz, -+, Rr) | There exists an input probability
distribution Px and a test channel U with

alphabets X — X that satisfy (47) and (49)}, (46)

Rtotal < l(Pf(a UW)a (47)
Row — Ry > I(Pg, UV), t=1,2,.-- T, (48
Rlotal - Rt Z S)N((UV)7 t= 17 2a e 7T' (49)

where X is an arl)itrary finite alphabet, and UW with X - y
and UV with X — Z are the cascade channels of (U and
W) and (U and V), respectively.

Note from (12) that R¢(W,V,T) DO R{(W,V,T) and
RS(W,V,T) O RE(W,V,T). For these rate regions, the
following theorems hold.

Theorem 2: For any channels W, V, and T > 2,
RE(W,V,T) and RL, (W, V,T) satisfy

Rget(wv V7 T) :—> RZl (W7 V7 T)?
R(W,V,T) D RL(W,V,T) DR W, V,T),

(50)
(D



respectively. Furthermore, if V satisfies (13) for any Px, then
it holds that

Rge[(W,V7T) = R’i(W,V7T) =RI(W,V,T). (52)
Theorem 3: For any channels W, V, and T > 2,

RI(W,V,T) and R (W, V,T) satisfy
RL(W,V,T) D RLW,V,T),

sto
R3(W,V.T) 2 RG(W, V. T) 2 Ry(W, V., T),

sto

(53)
(54)

respectively.

Remark 6: We note from [9, Theorem 5 and the proof of
Lemma 5] that in the case of 7' = 1 the secrecy capacity Cg
is given by

Cs = sup  I(Pg, UW)
Pz, U:1(Pg,UV)=0
= sup [I(Pg,UW)—1(Pg,UV)] (55

in both cases of the security measures If,(C,) and d! (C,).

On the other hand, it holdE from Definition 6 that for 7" =1,

Ry < I(Pg,UW), 0 = I(P%,UV) = S (UV). Hence, it

holds for 7' =1 that

R (W, V,1)=RI (W, V, 1) =REW,V,1)

= Rg(wv Va 1) = [Oa CS] (56)

Remark 7: From the inner bound R} (W, V,T) in Theo-
rem 2, i.e., (42) and (43), we note that if R; satisfies

Ry < sup [I(Px, W) — I(Px, V)],

Px

(57)

then R; can be achieved by setting other R; appropriately.
Similarly, from the inner bound R%(W,V,T) in Theorem 3,
ie., (47) and (48), R; can be achieved by setting other R
appropriately if it satisfies

R; < sup [l(Pf(’ UW) — T(Pf@ UV)] = Cs.
Pg,U

(58)

This means that at least one I?; can be increased to the secrecy
capacity.

Remark 8: Let Py be the input probability distribution that
can attain the channel capacity C' = supp, I(Px, W), ie.
I(P%, W) = C. Then, from Theorem 2 and using this Py in
(40), a rate-tuple (R1, Ro,- -+, Rr) is achievable if it satisfies

Rioa = 07 59)
R — Ry > I(P%, V). (60)
Note that in the case of Ry = Ry = --- = Ry, (60) holds for
T satisfying
l(P)*OW)_I(P}*OV) Cs

Therefore, the channel capacity can be attained as the total
rate of the multiplex coding with an appropriate 7', and each
message K; can be individually protected perfectly against
Eve.

Following [9], we have adopted the average criteria for the
error probability ¢! (C,,) and the security measure d’,(C,,) in
Theorems 2 and 3. But, even if the average error probability

el (C,) and average variational distance df,(C,,) is small, it

might occur that the error probability Pr{Yn ¢ D | K =
k} and/or the variational distance ||Q}, V"™ — QL V™|, become
large for some k, k' € K;. To overcome this defect, we next
consider the maximum criteria as follows.

Definition 7: For a code C,, let

t _ t v (TOF

€'n(Ca) = max QLW (D), (62)
1t — t yyn _ Htymn

d,(Cn) = | pmax |Qu V" — QLV"| . (63)

be the maximum error probability and the worst security
measure corresponding to (23) and (28), respectively.

Definition 8: If there exists a sequence of code C,
that satisfies (29), (30), (64), and (65), then a rate-tuple
(Ry1,Ra, -+ ,Ry) is called achievable for the channels
(W,V) in the sense of the maximum criteria.

lim &’ (C,) =0, (64)
lim d'(C,) = 0. (65)

Definition 9: We define the regions Rj;;dl (W,V,T) and
Rf{o’d,(W,V,T ) by the closures of achievable rate-tuples
(R1,Ra,-- -, Rp) for the channels (W, V) in the sense of the
maximum criteria, where the subscript “det” denotes the case
that only deterministic encoders can be used, and “sto” means
that stochastic encoders including deterministic encoders can
be used.

Theorem 4: For any channels W, V, and T > 2,

RS (W, V, T) satisfies

det
RY(W,V,T) D RELY (W, V,T) DRLUW,V,T). (66)
Furthermore, if V satisfies (13) for any Px, then it holds that

R (W, V,T) = REW, V,T) = RS(W, V,T).

det

(67)

Z‘hgorem 5: For any channels W, V, and T' > 2,
RESY (W, V. T) satisfies

RYW,V,T) D R (W, V,T) D RL(W,V,T). (68)

We note that Remark 6 also holds for these maximum
criteria.

IV. PROOFS
A. Direct Part of Theorem 2

The direct part, i.e. (50) and the right inclusion of (51), can
be proved in the same way as [9, the proof of Theorem 3],
which uses the coding scheme introduced in [8].

In a code C,, the total number of codewords is given
by Hthl M,;. We generate every codeword independently
with probability Px~. Then, let :Jc};h Keovoeo o be the codeword
that corresponds to messages K; = ki, t = 1,2,--- T,
The decoding regions Dy, k,.... k., for messages K; = ki,
t=1,2,---,T, are defined by

Do b =A@ i)\ U A@H k)
(kg,k‘é,“- 1k”1‘)
#(k1,k2,- k1)
(69)



where A(x") is defined for a given real number a, which is
determined later, as follows.
W (y"|an)
A(z") = {y” cyn | L2 ) s gan L (g
Py (y™)

We now evaluate the performance for the above random
code ensemble. For the case of non-multiplex coding, Hayashi
[9, Section IV] proved the coding theorem for wiretap channels
by using a dummy message with size L to keep a true message
with size M secret against Eve based on channel resolvability
coding. In the case of multiplex coding, for each message K,
t =1,2,---,T, the other messages can be considered as a
dummy message to keep the message K; secret against Eve.
Hence, we don’t need to use a dummy message explicitly.
For each ¢, the above random code ensemble coincides with
Hayashi’s random code ensemble with the message size M =
M; and the dummy size L = L; defined in (26).

To evaluate the security measure d',(C,,), we consider the
following quantity relevant to channel resolvability coding

d(Co) =D |l QLV™ = PxnV™||,, t=1,2,-- T,
(71)

which is a measure of the approximation of Px~V by QLv
on the average. Note that d’,(C,,) is related to d,(C,,) by the
triangle inequality:

My My

di(cn:M(Mt_lZ > llek v —aiv,

k=1k'= l(k’gék)

Z Z {llekv™ = Py,

k 1 k'=1(k'#k)
+ || QW V" -

PX"’VnHl}

—2d(C,). (72)

Then the following Lemma holds from [9, the proof of
Theorem 3 and Lemma 2].

Lemma 1: The above random code ensemble satisfies that
for any real numbers a, b and for t =1,2,--- | T,

wn(y"|Xm)

1
Eet (C,) < Pr {n log Py (V) a} +L,-M, -2~
WO )

1
—Pri{-1
r{n & Py (Y1)

T
+ (H Mt> L2man,
t=1

vi(Ze|xm)
Py (27)

(73)

1
Ec/l}n (Cn) S 2Pr {’I’L log (74)

2bn

b -

> }+ =,
bn

1 2
n Lt

where E denotes the expectation over the random code en-
semble, n(x) = —xlogx, and §,, is defined by

5nzpr{110gv(z|){) b}.

n 8 P (Zm) (76)

It holds from Markov’s inequality? that for each ¢,

Pr{(e(Cn) < 3T -Eel,(C,))°} < o7 (77)
Pr{ () < 3T-Edg(cn))c} < :%T (78)
Pr{(I,(Cn) <3T-BL(Ch)} < 50 (79

where (G)¢ stands for the complement event of G. Then, we
have

Pr{
t

M«
M(
>1—t§:1

DL

[ (eh(Ca) < 3T Bl (C.))

1

I

Cn)
L(Ca) <3T-ELL(C) |}
r{(

[P

€' (Cy) < 3T Ee!,(C.))°}
+Pr { (Ef,ﬁ(cn) <3T- Edg(cn))c}
+Pr{(14(C.) < 3T -EI4(C))} ]

(80)

Hence, among the random code ensemble, there exists a
code satisfying all of (81)—(83).

>0

el (C,) <3T-Eél(C,), t=1,2,---.T, 81)
I'(C,) <3T-EI.(C,), t=1,2,---,T. (83)

Now we show by selecting parameters M;, a, and b ade-
quately that for an arbitrarily given Px and v > 0, a rate-tuple

(R1, Ra, -+, Ry) is achievable if it satisfies that
Riota < I(Px, W) — 7, (34)
Rtolal_Rt ZT(PX7V>+’% t= 1527"' aT' (85)
Setting M; = 2"E: we have that
T
H M, = o Ruou < 2”(£(PX7W)_'Y)7 (86)
t=1
L; = 2n(Boa—Re) > ogn(I(Px,V)+7), (87)
By setting a = I(Px, W) —~v/2, and b = I(Px,V) +v/2,
we obtain that
T
(H Mt> 2T <M/, (88)
t=1
2bn /2
—<2T 89
i (89)

Hence, from (72)—(75), (81)—(83), and Definition 1, it holds
that

lim €/ (C,) =0, t=1,2,---,T, (90)
lim d’(Cn) < lim 2d,(Co) =0, t=1,2,---,T, (91)
lim I4(C,) =0, t=1,2,---,T, (92)

n—oo

Pr{G > a} < % for any non-negative random variable G' and any
positive constant a.



which means that the rate-tuple (Ry, Ro,--- , Rr) is achiev-
able if it satisfies (84) and (85). Finally, since the above
argument holds for any v > 0, any rate-tuple in R (W, V,T)
is achievable in both senses of the security measures df, (Cy,)
and It (C,).

B. Converse Part of Theorem 2

We prove the left inclusion of (51).

Let (Ry, Ry, -+, Rr) € R, (W, V,T). Then, there exists
a sequence of code {C,} that satisfies (29)—(31) and (33).
Hence the code {C,} satisfies that for any v > 0 and any
sufficiently large n,

T
1
_ log <H Mf/) 2 Rtotal -7, (93)
n t'=1
1 kA 1
*1Og <H Mt/> - *IOth S Rtotal - Rt +73
n =1 n
t=1,2,---,T. (94

Note that we can regard the code C,, for multiplex coding
as an ordinary message transmission code to Bob for sending
the tuple of messages K1, Ko, - - - , K. Then the average error
probability of this message transmission code is given by

1 My M
e(Cp) =M Z . Z
k1=1 k=1

PI‘{Y” ¢ Dlﬁ,k’z,-u,kT | Kl == k1,~ c ,KT == k’T}

95)

From (22) and the union bound, e(C,,) is related to &£, (C,,) as
follows:

1 M,y M~
C,) =——
(G My---Mr klz::1 12::1
PI’{Y” S D]Cﬁyk%...ykT | K, = kla to 7KT = kT}

Pr{Y” € Dy, ’ Ky =k, -, Kr= k’T}
M,

:ZM > Pr{y"eDj, | K=k}

k=1

o+

(96)

Hence, let X™ be the uniform random variable that takes
values in the set of codewords {:czh,%__,7kT}kt€;@,t:1,..i,T,
then we have from Verdd-Han’s Lemma [5, Lemma 3.2.2]

that for any v > 0,

T
Z 512 (Cn)
t=1

> e(Cn)
1 wrY"x®) 1 d _
>Pr{ ~log————2% < —1 M | — —e ™
1 wnr(ym™|xm n
> Pr {n log M < Riotal — 27} —e ™, 97

Hence we conclude from (3) and (31) that Ry, must satisfy
(42).

Next we prove (44) by considering the following variational
distance for each t. As defined in (24), Q% (z") is the proba-
bility distribution of the input on condition that K; = k. Then,

noting Pxn = 1\% 2221 @, we have that

1QLV"—Px» V"™

1 M,
b=t 1
1 M,
=37 122 @V = Qv
tlpr=1 L
1 M:
=l 2 (@)
E e =1(k k) )
1
<5 > llevr—eivn,
k' =1(k'#k)
1 M
Sy D DR (A I PR CL)
¢ k'=1(k'#k)

Since the average of [|Q} V"™ — Px»V™||, for k = 1 to M,
tends to zero asymptotically from (33) and (98), it must hold
that for some sequence of k(n) € Ky, n=1,2,---,

lim
n—oo

HQZ(n)V" _ PXnV"H1 —0. (99)

Noting that QZ(n) is the uniform distribution over the set with
Ly = (Hthl Mt> /M; elements, Sx (V) must satisfy from

Definition 2 and (94) that for any ~ > 0,

1
Sx (V) < limsup - log L < Rioal — Re + 7. (100)

Hence, any (Ry, Ra, -+, Rr) € RE(W,V,T) is included
in RY(W, V,T).

C. Proof of Theorem 3

In the case of Theorem 3, we can use a test channel U with
alphabets X — X and a deterministic encoder ¢ defined by
(18) and (19) for a stochastic encoder ¢,,. Hence, Theorem 3
can be proved in the same way as Theorem 2 by considering
the cascade channels (UW,UV) instead of (W, V).



D. Proof for the Maximum Criteria

We show the proof of Theorems 4 and 5. First, we show the
direct part, i.e., the right inclusion of (66), in Theorem 4. We
will construct a code C]! for multiplex coding by applying the
expurgation technique twice to the codebook C,, constructed
in Subsection IV-A which satisfies (90) and (91). To evaluate
the maximum security measure (63), we define

t

C/l\/n(cn) = max HQkVn

1<k<M, P VnHl ’

(101)

~t
corresponding to (71). Then it holds that d'%, (C,) < 2d',,(Cy,)
in the same way as (72).

Let {a,}5%; be a sequence of real numbers such that

~

dt (Cp,
0<a,<1, lim a,=0, lim n(Cn) =0 (102
n—00 n—oo Ay
forany t =1,2,--- ,T. For each t = 1,2,--- ,T, we divide
the set C; = {1, M.} of messages 1nt0 two disjoint
sets, K¢ good and ICt,bad, W1th the following ratio:

‘Ict,good| : ‘K:t,bad| = (1 - an) - Qp, (103)
with respect to the security measure ||Q} V"™ — Px»V"||, so
that
o |QLV™ — Px V™|, < WSin |QLV™ — Pxn V™|, .

(104)

A codeword . o 4. in C, is expurgated if k; € Kt pag
for some t = 1,2,--- ,T. We call thus obtained codebook C,.
Then the set of the messages in C, is K} = Kt ,g00a With the
cardinality M/ = (1 — o, )M, for each t = 1,2,--- , T, and
hence, the coding rates of C,, are asymptotically same as those
of C,.

Similar to (24)—(26), letting

[ ! ! !/ !
Ly =Ky x- - X Ki_y x Ky g X X Kp

T
[Ty M}
M

(105)

L=\ = (106)

we define the probability distribution of the input X" corre-
sponding to the message k € K for the expurgated code C),
by

1
HEOEE S Qe

o1 kokegder (T

b (ky o ket kg k) €L,
(107)
We also define

st n

k,bad(m )

p— 1 n

= C \£/| Z Q- ke—1,kkeq1 ke (™).

t (k1o ko1 skes 1o kr) €LAL)

(108)

Using (24), L}, = (1 — a, )T Ly, and [£,\L}] = {1 — (1 —
)T~} Ly, we have

1
— 1 n T_l'—.
(=) T 1L,
> Qoo k1 kg dor (27)
(K1, s ke—1,keq1- k) EL]
1
1—(1—a,)" 1} :
MR A T Y
Z le,"'7kt—1,k7kt+1;kT(xn)'
(Ey, ke—1,keqp1 kr)ELN\L]

= (1 - o)1 QL")
+{1= (1= an) Q) (@),

Hence it holds that
@i -
= |¢ 1—an>T Q1= (1= 0@ —

={1-(1-ay)""} HQ k,bad — Q/Z ‘1

(109)

’ 1

<2{1—(1-ay)" ' (110)

In the same way, we have
|@iw =@ <201-(-a)™) A
e Q| <2i-(-a)™ (1)

. . ~t
Now we evaluate the maximum security measures d’,,(C},),

t = 1,2,---,T, for the expurgated code C/. From the
definition of K} and K pag, we have
d,,(Cy) = Z [AZES A
kEICt
1 n n
— (1_%).W Z |QLV"™ — Px V™|,
ke
+ o - M > @RV = Pxa VP,
k€Kt bad
1
>C¥n' tV"—P nV"
2o oo ke%;mﬂ% V|,
> ay, - Ly — Pxa V|, 113
> iré?c}fHQk X V| (113)
which leads to
~t
d,(Ch) = max HQ V" — Pxn V" )
_Ircnax LV — Pxn V' + Q' by QLv" )
ex
< V" — Pxa V"
max | @ XVl
t T e
g | -
dt
W) ot - (1 - a1, (114)

n



where we used the triangle inequality, (112), and (113). Thus
from the above inequality and (102) we obtain

lim 4 (C) =

n—oo

(115)

Next we evaluate the average error probabilities ef (C,),

t=1,2,--- T, for the expurgated code C!, as follows:
EZ(Cn)
- Z Qt Wn Dt)
kEICt
1
=(1- : twn (Dt
(1~ o) T3z, 2 QAW (D))
ke
1 t n t
+ (67 Oéth Z QkW (Dk)
kE}Cf,,bﬂd
1 n
> (1—ay)- A Z QZW (Di)
tkek:
1 t n(myt n
> (1—an) -~ > {QW"(DL) + QW™ (D)
t keK,
- QD))
1 b T
> (1 - a7z) M Z {Q/kW (D’tc)
! kek

~ @t (@p) - QW (D))
> (1 ) [eh(C) {1 = (1 - a)" 1]

where we used the following inequality derived from (111),

)

(116)

e [QLW" (D) — QLW"(D)

1 n t n
3 |loiw - @i,

<{1—(1—-a,)" '}
(117)
Hence it holds that
t
lim €,(C;,) < lim [iw”) +{1-(1 an)T_l}} —0
(118)

As the second stage of the expurgation, we apply the
same expurgation technique to the codebook C/, to exclude
codewords with bad decoding error probabilities. We call thus
obtained code C,,. Then the coding rates of C;, and C], are
asymptotically same, and it holds that

lim d ) < Jim. 2d,,(Cll) = 0
(119)

lim &'} (C’) =0,

n—oo

fort =1,2,---,T simultaneously. Thus we have shown the
direct part of (66) in Theorem 4.
On the other hand, it is obvious from the definition that
Rea! (W, V,T) € R§ (W, V,T),

det

(120)

which means, from (51), that

RI(W,V,T).

Rdel (W v T) g

V. STATIONARY MEMORYLESS WIRETAP CHANNELS

In this section, we consider the case that channels W and V
are stationary memoryless channels with transition probability
distributions W and V, respectively. In this case, if we restrict
the input source Px and the test channel U to the stationary
memoryless source and channel, respectively, in (40) and (45),
then the spectral sup- and inf-mutual information rates are
equal to the ordinary mutual information. Hence the following
corollary holds from Theorems 2 and 3.

Corollary 1: If the channels W and V are stationary
memoryless channels given by W and V, respectively, it holds
for T > 2 that

Ria(W,V,T) 2 RI(W, V, T), (121
Ria(W,V,T) D RI(W,V,T), (122)
Ri6(W,V,T) D R (W, V,T), (123)

Ruo(W,V,T) D Ry (W, V,T), (124)

where R;(W,V,T) and R5(W,V,T) are defined in Defini-

tion 10 below.
Definition 10:

RI(W,V,T)
= {(Rl, Ro,--- ,Rrp) | There exists an input probability
distribution Py that satisfies (127) and (128)}.
(125)
R;(W, V. T)
= {(R1,R2, -, Rr) | There exists an input probability

distribution Pg and a test channel U with
alphabets X — X that satisfy (129) and (130)}.

(126)
Riota < I(Px, W), (127)
Rlotal_RtZI(PXa )7 t:1727 7Ta (128)
Rioa < I(Pg, UW), (129)
Rlotal_Rt > I(P UV), t= 132;"' 7Ta (130)

where X is an auxiliary random variable over a finite alphabet

3 and UW with X — Y and UV with X — Z are
the cascade channels of (U and W) and (U and V'), respec-
tively. The mutual information are defined as I(Px,W) =
I(X;Y), I(Px,V) = I(X;Z2), I(Pg,UW) = I(X;Y),
I(Pg,UV) =1 (X; Z) where the random variables make a
Markov chain X — X — (Y, Z).

In the same way, Theorems 4 and 5 yield the following
corollary with respect to the maximum criteria.

Corollary 2: If the channels W and V are stationary
memoryless channels given by W and V, respectively, it holds
for T > 2 that

RS d(w V.T) D RYW,V,T),

det

RV (W, V,T) D RYW,V,T).

(131)
(132)

3|X|, the cardinality of X, can be bounded by |X| < |X| + 1. Refer [3]
for more details.



We note that §,, defined in (76) goes to zero with an
exponential order of n in the case of stationary memoryless
channels. Hence, even if we use

IL(Cn) = I(Ky; 27) (133)

instead of I (C,) defined in (27) as a security measure, we
can easily prove that the code shown in Section IV-A also
satisfies

lim 1%(C,) = 0.

n—oo

(134)

Therefore, Corollary 1 holds for ffL(Cn) similarly. Further-
more, it is well known, e.g. refer [2], that the divergence
D(P,||P,) and the variational distance || P, — Px||; satisfies

1 2
D(P||P) > —— || Py — Pll5 . 1
(Pl[P2) 2 57 1P1 = P2l (135)
Hence, if a rate-tuple (Rj, Ra,---,Rr) is achievable for

' (C,), then the rate-tuple is also achievable for df,(Cy).
This means that R} (W,V,T) C RE(W,V,T) and
RI. W, V,T) C RI(W,V,T). By combining Theo-
rems 2-4, Remark 2, and the above facts, we obtain the
following corollary.

Corollary 3: If the channels W and V are stationary
memoryless channels given by W and V, respectively, it holds
that

RL(W,V,T) D RL (W, V,T) DR (W,V,T) for T > 2,
(136)

(W,V,T) DRL (W, V,T) D RLW,V,T) for T >2.

Rd sto
(137)

sto

Furthermore, if the wiretap channel V' is full-rank, then the
following equalities also hold.

Rse{d (W7 v, T) = Rget(w7 V, T)
=R (W, V,T)=R;(W,V,T) for T >2. (138)

We established the coding theorem for stationary memo-
ryless full-rank wiretap channels with deterministic coding.
From (127), (128), and (138), we note that if V' is full-rank, ev-
ery R, must satisfy R; < I(Px,W)—1(Px,V) for some Px.
But, if V' is a non-full-rank channel with I(Px, V) > Sx(V),
it may be possible that we can increase some R, larger than
I(Px,W)—1I(Px,V) by using small Ry, — R;. This comes
from the fact that, as shown in Remark 2, the desired output
distribution of Z can be generated by using small coding
rate attaining Sx(V), which is less than I(Px,V’). Hence,
in the case of non-full-rank wiretap channels, the achievable
rate region R%,, (W, V, T) might be larger than R} (W, V,T).
But, it is an open problem to determine Sx(V), and hence
R4, (W, V,T), for non-full-rank channels V.

For any full-rank channel V, (138) holds even if W is not
full-rank. However, in the case that V' is a degraded version of
W, ie.in the case that V'(z[z) = >_, V (z|y)W (y|z) for some
V(zly), V is not full-rank if W is not full-rank. Therefore, in
the case of degraded wiretap channels, the full-rankness of W
is also required for (138).

Remark 9: In the case of T' = 1, we note from Remark 6 and
Theorem 5 that for stochastic encoders, all the achievable rate
regions for the security measures coincide with R5(W,V, 1),
and the maximum R; € R5(W,V,1) is equal to the secrecy
capacity Cs determined by Csiszar and Korner [3]. Hence, it
holds that

R (W.V.1) = R (W, V. 1) = R}

sto sto

(W,V.1)

= RL(W,V,1) = R3(W,V,1) = [0,Cs], (139)
where Cs is given by
Cs=  max [I()?;Y) ~ I(X; Z)} . (140)
X—-X—(Y,Z)

VI. SECURE MULTIPLEX LINEAR CODING FOR BINARY
SYMMETRIC WIRETAP CHANNELS

In this section, we show how the secure multiplex coding
can be realized for the security measure If(C,) by linear
coding for the binary symmetric wiretap channel such that
X =Y=2=/{01}, W(0[]1) = W(1]0) = p, V(0[]1) =
V(110) = ¢, 0 < p < g < 0.5. In this case, the channel
capacity C' and the secrecy capacity Cg are given by

(141)
(142)

C=1-h(p),
Cs = h(q) — h(p),

respectively, where h(p) is the binary entropy function defined
by h(p) = —plogyp — (1 — p)logy(1 — p).

For simplicity, we treat the case that Ry = Ry =--- = Ry
for T = [C/Cg] > 2. For arbitrary £ > 0, define A > 0
as A = (TCs — C +¢)/T, ie., C —& = T(Cg — ). Let
each message K;, 1 < ¢t < T, be a binary sequence S; =
(S(t=1)e+15S(t=1)e42, -+ , St¢) where each S is ii.d. such
that Pr{S; = 0} = Pr{S; = 1} = 0.5. We set the length ¢ as
¢ = n(Cs—\). (For simplicity of notation, we treat n(Cs—\)
as an integer because the difference [n(Cs— )] —n(Cs— M)
can be ignored when n is sufficiently large.) Then, the coding
rates are given by

Rt: :CS_)‘a

14

(143)

NS s

Rigra = =C— E (144)

Now, we define a code C,, by the following generator matrix

G.

G

G2

G = . , (145)

Gr
where each submatrix G; is a binary matrix with ¢ rows
and n columns. The codeword X™ is obtained by X" =
(S1,82,---,87)G.

We consider a random linear code ensemble such that each
element of GG is chosen independently at random with equal
probability of being a 0 or a 1. Then, G has rank 7'¢ with
probability approaching 1 as n tends to infinity [11, Lemma
4.4], and the decoding error probability of (S1,S2,---,S7)



is bounded by 27 "F(fww) where E(Riow) > 0 for Rigm < C
[12]. Hence, (31) is satisfied.

Next we show that the above code satisfies the security
condition (32).

We first obtain the following relation.

1(S4; 27
= H(Z") - H(Z"|S})
— H(Z") — H(Z"X"|8;) + H(X"|Z"S,)
= H(Z") - H(X"|S:) — H(Z"|X"S;) + H(X"|Z"S})

@ H(Zm) - H(X™|S)) — H(Z"|X"™) + H(X"|Z"S,)

(2 n—n(T —1)(Cs — A\) —nh(q) + H(X™|Z"S:)

9D n(C— €~ Cs+ ) —nh(q) + H(X"|Z"S,)

(4

= —n(\— &)+ H(X"|Z"8S,), (146)

because

(@) Sy — X™ — Z™ makes a Markov chain.
(b) H(Z"™) < n, H(Z"|X™) = nh(q), and H(X"|S;) =
n(T—-1)(Cs—A) since X™ = (S1,Ss2, -, S7)G where
G has rank T/ and every S; is independent of the others.
© (T—1)(Cs —A)=C =&~ (Cs—\).
(d) C—Cs=1-h(q)
In oder to evaluate H(X™|Z™S;), we split Sty1 and G4
(1)
as Siy1 = (.S’Sr)17 Sg)l) and Gy11 = 3
Gi'h
where ngl is the first An bits of Sy and Ggi)l is the first
An rows of G41. (When t =T, t+1 means 1.) Now consider
the following submatrix G;.

, respectively,

(147)

Then, we have the relation

(81, ’St—175§?175t+2“' ,S7)Gy
= (81,82, . 87)G — 8:G¢ — S{}, GV
- X" - 8,G,— SV G (148)

The coding rate of Gy is given by [(T — 1) — An]/n = (T —
D(Cs—X)—A=(C—-§—-Cs+ ) — A =Cy — &, where
Cy = C—Cs = 1—h(q) is the channel capacity of the wiretap
channel V. Since the coding rate of G; is less than Cy and
the errors of the binary symmetric channel are linear, we can
decode X" —§,G;— 8V G, from 77— 8,G,— S, G,
with decoding error probability P, . < 2-"E(Cv =) Hence,
since G has rank 7'¢, we have from Fano’s inequality that for

sufficiently large n,
H(X"|Z"S,) = H(X"S{}1|2"S))
= H(ngl\Z”St) + H(Xn‘ZnSthﬂ
< H(SY) + H(x"2"8,S))
<A+ R(Pre)+ (n—L0—XN)Pie
<nA+¢E (149)

Therefore, from (146) and (149), we have Ifl Cn) =
I(St; Z™) /n < £+ (€/n) for every t. This means that we can
realize the secure multiplex linear coding for any Ry, < C.
In the above we considered a random linear code ensemble,
but we can easily show that there exist a code satisfying all
the required conditions in the ensemble.

Finally we note that in order to treat the strong security
measure ! (C,,) instead of the weak security measure I, (C,,),
we need more precise analysis, e.g. as shown in [13, Section
4]. We also note that if the binary wiretap channel is used
for the key agreement, we can use the same technique shown
in [14] to convert the weak secrecy to the strong secrecy for
(S1,82,--,87).

VII. CONCLUDING REMARKS

In this paper, we proved the coding theorems for multiplex
wiretap channel coding by applying Hayashi’s coding theorem
in wiretap channels based on channel resolvability. In the
case of non-multiplex wiretap channel coding, we cannot
send a message securely if the coding rate is larger than the
secret capacity Cg. In this paper, however, we showed that
if we use multiplex wiretap channel coding to transmit plural
independent messages at the same time, every message can be
sent securely if the total coding rate is less than the channel
capacity C. In addition to the average criteria, we also proved
that the coding theorems for multiplex wiretap channel coding
hold with the maximum criteria for the error probability and
the security measure of the variational distance.

Finally, it is worth noting that the idea of secure multi-
plex coding can be applied to several information-theoretic
crypto-systems. Actually, strongly secure ramp secret sharing
schemes [15], strongly secure linear network coding [16],
and multiplex coding for bit commitment [17] are constructed
based on ideas similar to the secure multiplex coding treated
in this paper.
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